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Budgc thanh 1&p va di vao hoat ddng tt ngdy 12/5/1993, €ong ty TNHH mét thanh
vién 129 - Ban Co yéu Chinh pht hién dang Ia céng ty quéc phong, an ninh duy nhét clia
Ban Ca yéu Chinh phU. Bén canh viéc thyc hién cac nhiém vu qudc phong, an ninh trong
ngdanh ca y8u, Cong ty 129 thyc hién nhiém vy kinh t& trong 03 finh vuc chinh gdm: Bdo
mat, an fodn théng tin; Cong nghé théng tin va Xay dung.

Trong linh vuc bdo mat, an todn théng tin, Céng ty 129 & don vi di ddu trong viéc
cung cdp cdc s&n phdm mat ma dé thdng qua dd da@n ddt, didu tiét thi frudng, phdi hop
giGa nhiém vy kinh t& vai nhiém vu qudc phdng, an ninh va sén sang phdi hap cling cac
cd quan nhd nudc cé thdm quyén kip thdi ngdn chdn viéc Ioi dung mét mé 1dm phuong
hai d&n an ninh quéc gia, Igi ich hdp phdp clia cac 18 chic, cd nhan. Trén phucng dién
hop tac qudc &, céng ty I& dbi tac chién Iuac véi cac hang cdng nghé hang ddu trén thé
gidi nhu: Kaspersky, Infotecs... va nhiéu hang cdng nghé, b&o mat hang ddu thé gidi. Clng
trong nam 2019, Cong ty 129 tham gia lién minh phat trién Hé sinh thai sén phdm an todn,
an ninh mang Viét Nam do B Théng tin va Truyén théng chd tri thyc hién.

Trong linh vyc cong nghé thong tin, Cong ty 129 ¢d ddi ngud chuyén gia CNTT chuyén
mon cao, cb kinh nghiém Iau nam, s&n sang tu van thiét k& & thi cong hé théng ha tang
CNTT, cung cdp thiét bi va phdn mém CNTT, cung cdp cdc gidi phdp hdi nghi truyén hinh,
thiét bi b&o vé va camera gidm sat an ninh. Hién nay Cong ty 129 dang & ddi tadc chién
lugc clia cac hang hang ddu thé gidi nhu: Dell, HP, ACER, IBM Lenovo, Fujitsu, Fortinet,
Juniper, Cisco, Linksys... v&i 02 Trung t&m bdo hdanh tai Ha N&i va Tp. HCM va cdc Trung tam
bdo hanh tryc tiép cla cdc hang tai Viét Nam.

Trong linh vuc xay dyng, Cong ty 129 1& daon vi tu van, thiét k&, thi cdng cdc cong
trinh quéc phdng an ninh; cdng trinh céng nghiép, dan dung, nha &, bénh vién; cong tinh
ky thuat ha tang, giao thong dudng bd, thiy Igi... Tu van, thiét k&, thi cong cac gidi phdp
ddm bdo an todn, an ninh va bi mat cho cdc cdng trinh (chéng nghe 1én, cdi cdm rép dién
ta...)

Sau 27 n&m hinh thanh va phat trién, Cong ty 129 da khéng ngiing trau ddi chuyén

mon nghiép vy, sang tao va Ung dung khoa hoc ky thudt tién tién vao sdn xudt kinh doanh,
vi muc tiéu chung 1 xay dung céng ty ngdy mét phdt trién v bén ving.




Hudng 161 muc tiéu phat trién bén ving trong tuong lai, khdng ngting ddi méi céng
nghé, trang thiét bj hién dai, céng téac té chic quan Iy, chi dao diéu hanh, ndng cao nang
luc chuy&n mén nghiép vu clia cdn bd, nhdn vién. Badng nd luc va quyét tam cla cd tap

thé, cling dinh hudng nang cao uy tin doanh nghiép, canh tranh Idnh manh va binh déng,
Cong ty TNHH mot thanh vién 129 - Ban Ca yéu Chinh phd mong mudn hgp téce, lién doanh,
lién k&t v3i cac dai tac trong va ngodi nudce, tién 16i hdi nhdp qudc 1€, dong thdi gith viing

thuong hiéu va uy tih clia minh trén nhiing chdng dudng phat trién.
Tr& thanh mot trong nhiing céng ty hang dau vé cung cdp cac gidi phdp trong linh
vic xay dung cing nhu bdo mat, an todn théng tin mang. Khéng ngiing phat trién céc gidi

phdp vé cdng nghé thdng tin, x@y dung ha tdng an ninh mat ma, khéng dinh thuong hiéu

clia Céng ty 129 clng nhu gdp phdn vao nhiém vy chung clia Ban Ca y&u Chinh phd.
Mang dén cho déi tac va khach hang nhing sén phdm chét lugng t6t nhét, dich vu

hodn hdo nhat.

sU MENH

Hodn thanh xudt sdc cdc nhiém vu Qudc phdng an ninh duge Ban Ca yéu Chinh

phu gico.

Cung cdp cac s&n phdm, gidi phdp & dich vu t6t nhdt vé Céng nghé théng tin; Bdo
thi thdng minh, hé théng thong tin quan trong qudc gia.
Xay dung nhing céng tfinh cé chét lugng, dam bdo ky thudt va thdm my cao véi

mat, an todn théng tin mang cho céc co quan, 16 chidc dé phuc vu chinh phi dién 1, dé

cam k&t "An todn - Chdt Iugng - Tién A6 16 frén hét”.

GIA TRI COT LOI

Tiéu chi hoat ddng clia Cong ty TNHH mdt thanh vién 129 - Ban Cao yéu Chinh phi &

CONG NGHE TIEN TIEN - DICH VU HOAN HAoO.
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CERTIFICATE

HING NEAN HE THONG QUAN LY CUAS THIS CERTIFIES THE MANAGEMENT SYSTEM OF;
CONG TY TNHH MOT THANH VIEN 129 - BAN CO YEU CHINH PHU

129 ONE MEMBER CO.LTD ~ THE GOVERNMENT INFORMATION SECURITY BOARD

B[A CHIf ADDRESS:
56 51 Quan Nhiin, phiimg Nhiin Chinh, quin Thanh Xwin, TP. Hi Nji, Vigt Nam/
No. 51 Quan Nhan, Nivan Chink ward, Thank Xean districe, He Nel clty, Vietrnam

BUGC BANH GIA PHU HOP VI CAC TIEU CHUANS HAS BEEN ASSESSED AND FOUND TO
COMPLY WITH THE REQUIREMENT OF:

ISO 9001:2015

CHO PHAM VI FOR SCOPE:

Thi cing xiiy dymg céc cdng trinh din dyng, cing nghiép, giao thing, ha ting/
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VICAS: 023-0MS ._~. . ”"0}'}.

Chimg chi dlGerificaron No:  170588.QMS.CNI7.0\ 01157 1] 459
Ny chp! fsstied date: 22062017 UG NGUYEN THANHTUNG
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Chirng nhin s& mdi higw bye néu bf thing quin Iy cia khich hing khing vyt qua cafc dinh gid
giiim &t hiing nim oia VOB This certificarte will lapse If the cixfomer's momagement sysiem does nol
pass the surveilfonce af FCE.

CONG TY CO PHAN CHUNG NHAN QUOC TE
INTERNATIONAL CERTIFICATION BODY

Wehute: chmmgwhaigescte.ss Esmail: crria ibmmgnhangu i.4m
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Xuéng Xuéng
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Trung tam G G iéf rang
nghién 6 bdo mat [ biky thuat [l thiét bi
clu & théng tin [l nghiép vu [l ky thuat
phét trién [l thong tin kinh 1& - chuyén mat ma
san pham & dao tao [l xa hoi ding (129.2)
coyéu
(129.1)

Xuéng stia
chiia bdo
hanh thiét il Xi nghiép Chi
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D3 tén Céng ty

18 thanh Cong ty
129 - Ban Co yéu
Chinh phu.

Pugc cdng nhdn Ia
doanh nghiép
quéc phong, an
ninh. Bugc gioo
nhiém vy qudc
phdng, an ninh

P3di tén Céng ty
129 - Ban Co
yéu Chinh pht
thanh Cong ty
TNHH mét thanh
vién 129 - Ban
Co yéu Chinh
phu.

B&ng khen cla
BS trudng BO NOI
vy hodn thdnh
xudt sdc nhiém
vy 2 ndm 2009 -
2010.

bén nhdn Hudn
chuong lao déong
hang Ba.

S

Thanh lap Coéng
ty Xay dung sé
18 theo Quyét
dinh s6 71 @B/BCY
cla Trudng ban -
Ban Ca yéu Chinh
phu.

1998

O

Pai tén Coéng ty
Xay dung sé 18
thanh Cong ty 18
va dugc giao
nhiém vy nhdp
khdu cac thiét bi
mat ma. Bang
khen cla Trudng
ban - Ban Ca y&u
Chinh phd 2000,
2002.
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Badng khen cla
Trudng ban - Ban
Ca y&u Chinh phi
vi da cé thanh
tich xudt sdc trong
5 ndm thuc hién
Nghi dinh
73/2001ND/CP clia
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boén nhdn Huén
chuong lao déng
hang Ba I&n hai.
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Bang khen cla Bb
frudng BO  Qubc
phong vé thanh tich
xudt sdc trong coéng
tGc tindm 2013 -2014
gdp phdn xdy dung
Qudn doi, clng cb
qudc phdng va bdo
vé T6 quéc. C3 thi
dua clia Ban Co yéu
Chinh ph. Bang khen
cla Ban Cao yéu
Chinh ph.

COMPANY

HISTORY

Trd thanh nhd cung
cdp san phdm, gidi
phdp, dich vu clia
KASPERSY -
frong nhing nhd
s&n xudt phdn mém
chdéng virus, spam,

hacker hang déu

thé gidi.

Ky thod  thudn
thuong mai tfrong
xudt - nhdp khdu
thiét bi bdo mat va
an todn, an ninh
thoéng tin véi Cong ty
Infotecs - Lién Bang
Nga.

B&ng khen cla Tha
tudng Chinh phu.
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e L& thdnh vién
clia Hiép hoéi an
tfodn thong tin Viét
Nam (VNISA)

* |Ld thanh vién
cla Lién minh phat
tién Hé sinh thai
s&n phdm an todn
théng tin - mang
Viét Nam do B&
Théng tin va Truyén
théng chd fri

¢ Bat chdng nhén
hé théng qudn ly
chat lugng ISO/IEC
27001:2013 va I1SO
9001:2015
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L& cong ty vé qudc phong, an ninh duy nhéat clia Ban Ca y&u Chinh phd, hién tai Céng ty TNHH mot
thanh vién 129 - Ban Ca yéu Chinh ph tép trung thyc hién cac nhiém vy qudc phdng, an ninh frong
ngdnh Ca yéu theo Quyét dinh s& 57/2006/QP-TTg ngdy 13/03/2006 clia Thi tudng Chinh phd, bao

i

gdm cdac nhiém vy nhu:

Nhdap khdu trang thiét bi nghiép vy chuyén ngdnh méat mé phuc vu hoat déng nghién
biét nhd@p khdu phuc vy bdo mat cho céc hé théng va khi, frang bi céng nghé cao.

cuu, kiém dinh, s&n xudt sén phdm mat méa dé bdo vé théng tin bi mat nha nudce; dac
Xudt khdu céc sdn phdm bdo mat, an todn théng tin theo céac thod thudn hop tac
qudc té clia Ban Ca yéu Chinh phu.
Tu van, thiét k&, xay dung, s&n xudt, cung cdp, rién khai céc sén phdm bdo mat va an
tfoan théng tin cho cac bd, ngdnh, dia phuong.
Hgp téc khoa hoc va chuyén gico cdng nghé chuyén ngdnh mét maé, an todin théng tin

tU cac nudc cd nén khoa hoc tién tién nhdm ddm bdo bdo mat, an todn thdng tin phuc
vy trién khai Chinh phd dién 1, thanh phé théng minh va cac hé théng théng tin khéc.

Khdo sdt, thiét k&, thi cong, stia chiia cac cdng tinh qudc phdng, an ninh clia céc bd,
ngdnh, dia phuong ddp Ung yéu cau bdo vé bi mat nhda nudc (phong, chdng hoat
ddéng nghe Ién, cdi cdm rép dién t,...) ddc biét 1d cac cdng trinh clia Nganh Ca yéu.

Thuc hién cac nhiém vy qudc phdng, an ninh khdc khi duge Trudng ban Ban Co yéu

)
Chinh pht gico.

7 7 MOT sO TRANG THIET BI PHUC VU SAN XUAT

a
M [ .
Mdy ddt CNC Mdy chdn Amada
SMT XIVI30C Amada AE 2510NT RGM2 8024
Ong PHAM MANH TUAN i
Chiic vu: ChU fich / Giém déc - |
Ndng luc chuyén mén: Tién sy ky thudt e __

May phay CNC May ép nhua May tién co May PAD

EXTRON L1060 30 tén CS-460x1000G Printer
Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phu @:

—0 Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phu



nghiém, nhiét huyét trong céng viéc.

Can bd chuyén mén

NANG LUC NHAN SU TRONG LINH VUC CONG NGHE THONG TIN

VA BAO MAT, AN TOAN THONG TIN MANG

Cong ty c6 déi ngl cdn bd nhdn vién va chuyén gia co frinh dé chuyén moén va kinh

S& hlu ngudn nNhan Iyc cé trinh dé chuyén mon va tay nghé cao, cling vai sy nhiét
huyét va kinh nghiém 1au ndm trong inh viyc an todn thdong tin, Cong ty TNHH mdt thanh
vién 129 - Ban Ca yéu Chinh pht dé& va dang ngdy cang phat trién viing manh, gép phdn
v&0 sU phdt trién chung clia ngdnh v ddt nudc.

Tham nién coéng tac

>5nam |> 10 nam| > 15 nam

I Pai hoc va trén dai hoc

1 Ky su cong nghé thong tin 10 6 3 1

2 Ky su dién t( vién théng 8 6 2 0

| Chuyén gia an ninh mang

1 Chung chi CEH (Cerfified Ethical 3 o ] 0
Hacker
Ching chi CHFI (Computer Hacking

2 _ , 4 3 1 0
Forensic Investigator

3 Chung chi GCIH (GIAC Certified 5 1 1 0
Incident Handle): 01

LiNH UUC HOAT BONG

1. BAO MAT, AN TOAN THONG TIN
2. CONG NGHE THONG TIN
3. XAY DUNG

—@ Céng ty TNHH mét thanh vién 129 - Ban C6 y&u Chinh pha
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<3 LINH UUC BAO MAT, AN TOAN THONG TIN

GIAI PHAP BAO VE THIET B
PAU cull

CAC SAN PHAM, DICH VU BAO MAT, AN TOAN THONG TIN

Y 7 GI6I THIEU SAN PHAM BCY ENDPOINT SECURITY:

BCY Endpoint Security I& s&n phdm hgp téc
chién lugc gitta Coéng ty TNHH mdt thanh
vién 129 - Ban Ca yéu Chinh pht vé&i Cong ty
Kaspersky Lab.

S

Gidi phap téng thé
phdng chéng md

goc-BCY A
Endpoint
Security

Cac dich vu
an todn, an
ninh mang

BCY Endpoint Security & gidi phdp bdo vé
thiét bi dau cudi, qudn ly tap trung théng
nhat cho hé théng mang clia cdc ca quan,
t8 chic. BCY Endpoint Security d& dugc cac
chuyén gia hang dau clia Ban Ca y&u Chinh
phu rd soat ma ngudn phdn mém, tich hap
chidc ndng mat ma ddm bdo an todn tuyét
d6i khi trién khai trong cdc ca quan, 18 chic.

Gidi phdp
bdo mat, an
todn mang \'
ViPNet

BAN ¢ VEU CHiNH PHU

BCY Endpoint Security hoat déng theo md
hinh qudn Iy tép trung client/server véi ddy
dd cac tinh ndng clng nhu nhing cbéng
nghé mdi nhat t& duge cdp nhdt lién tyuc ti
Cac gidi phdp cla Kaspersky.
Kaspersky

(

Thiét bj bdo mat

P

BCY Endpoint Security dugc tich hdp s&n khé
nang théng ké, bdo cdo 1t téng quan téi chi
tiét gilp quan tri hé théng mang ¢ thé nédm
dugc finh hinh virus frong todn bd hé théng
mang tai bdt cd thdi diém ndo, tU dd dua ra
cac phuong an xt Iy nhanh chong, kip thdi
cho hé théng mang dé ngan chdn cdc
nguy co cé thé galy anh hudng 16i hé théng
mang

Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phu 0:
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J "CAC TiNH NANG CHINH:

Cong nghé dién toan dam may (Cloud)

Cong nghé nhdan dién theo hanh vi (Hueristic analysis)

Cong nghé nhan dién theo mau (Signature)

Chéng t@n céng bdc cdu (Anti-Bridging)

Ty ddng ng@n chdan viéc khai théc 16 hdng va cac hdnh ddéng nguy hai

Kiém sodat ngusi dung, thiét bi ngoai vi

B&o vé may tram khai virus/ma doc tt email

Loc, kiém sodt cac website theo ndi dung, kiéu dU liéu

Chéng t@n coéng Ita ddo (Phishing)

Kiém sodt cac Ung dung bdng cdc ludt 1& thdng qua hanh ddng block/notify
Quadn ly t&p trung cdc mdy fram theo group va thiét Idp chinh sdch cho cdc group
Ty déong cdp Nnhat ca s& di liéu ma doc

Chuc nang trién khai nhanh tai cdc may tram chi bdng 1 click vao file cai dat
“stand-alone”

Kiém sodt todn bd chiic nang clia phdn mém Endpoint Client tai mdy tram

Tich hgp dudc véi cdc hé théng SIEM nhu Qradar, HP Arcsight, Splunk, Syslog, ...
Tich hdp véi hé théng AD/LDAP

Chuc nang gidm sat tinh hinh hoat déng, finh hinh virus clia cac may fram

Chic nang bdo cdo, théng ké ddp tng Chi thi 14/CT-TTg

Xudt bdo cdo theo dinh dang PDFE HTML

MO HINH PHAN TAN:

Update Server
(Ban Co veu Chinh pha)

¢ .1

BCYES
Client

-__
BCYES
Client

Client

‘ BSC Master

-"._
BCYES
Client

Chi nhanh A

R LR =

. Tru s& chinh

“BCY Security Center Server” (BSC Server)
la phan mém quan tri’ tap trung duwoc cai trén
may chu cla don vj trién khai.

“BCY Endpoint Security Client” (BF:YES Client)
la phan mém sé dwoc cai dat trén tat cad cac may
tinh trong hé théng mang.

Client

Chi nhanh B

- Phuong an trién khai:

+ S0 dung 01 mdy chi (c6 thé st dung may chli ¢é s&n cla don vi) dé cai BSC Master tai
tru s& chinh. BSC Master s& két n&i dén Update Server dat tai Ban Ca y&u Chinh phtl dé cap nhart
phién bdn Mmdi va cd s3 di liéu virus mdi, sau dé phdn phat cho cdc BSC Slave va cdc may tram
mad BSC Master tryc ti€p qudn ly.

+ Tai cac chinhdnh sé st dung 01 mdy chi cdi BSC Slave dé quadn Iy cac mady fram tai chi
nhdanh va cde BSC Slave sé chiu st qudan ly chung clia BSC Master.

+ Thdng qua BSC Master, qudn tri cé thé cdu hinh phan quyén qudn tri cho tiing chi nhanh.

+ Cac qudn tri chi nhdnh sé si dung giao dién Console (qua web hodc giao dién desktop)
dé quan Iy cac may fram ctia chi nhdnh md minh qudn Iy
-Ap dung mé hinh: M6 hinh ndy ép dung cho céc ca quan, t8 chiic ¢é nhiéu chi nhanh va s&
lusng May tinh tai cac chi nhanh tuong ddi I8n ¢t >100 may). Yéu cdu vé dudng truyén gita
cdc chi nhanh t6i try s& chinh knéng cao nhu mé hinh trién khai tép trung do chi cé 01 k&t néi
U may chd clda chi nhanh t8i may chu taqi fru s& chinh.

- Uu diém: C6 co ché qudn Iy phan cdp i try s& chinh t8i cac chi nhdnh, ddp tng quy mé frién
khai I3n tt vai ngdn dén vai chyc ngan mady tram.
- Yéu cdu cdu hinh trién khai (16i thiéu):

+ May chd: chay hé diéu hanh Windows, RAM t&i thiéu 04 GB, tréng 10 GB.

+ May tram: chay hé diéu hanh Windows, RAM t6i thiéu 01 GB, O cung tréng 300 MB.

Coéng ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phu 0:



Y 7 MO HiNH TRIEN KHAL:
MO HINH TAP TRUNG:

Update Server
(Ban Co yéu Chinh pht)

ot
‘. o
4

A

B I ettt |

- .
BCYES
Client

Chi nhanh A

Tru s& chinh

“BCY Security Center Server” (BSC Server)
la phan mém quan tri tap trung dwoc cai trén
may chtl ciia don vi trién khai.

BCYES
Client

“BCY Endpoint Security Client” (BpYES Client)
la phan mém sé dwoc cai dat trén tat cad cac may
tinh trong hé théng mang.

BCYES
Client

Chi nhanh B

- Phuong an trién khai:

+ S0 dung 01 may cht duy nhdt (cé thé st dung mdy chd c6 s&n clia don vi) dé cai BSC
Server tqi fry s3 chinh. BSC Server sé k&t n&i dén Update Server dat tai Ban Ca yéu Chinh phu
dé cap nhat phién bd&n mdi va ¢ s di liéu virus mdi, sau dé phan phat vé cac may fram.

+ Cac may tram tai tru s chinh v& cac chi nhdnh sé& cdi ddt phdn mém BCYES Client k&t
n&i truc 1i€p vé may chl ddt tai tru s chinh.

+ Thong qua BSC Server, ngudi qudn tri s& quadn ly tap trung todn bd cdc mady tram duge
cdi dat phdn mém BCYES Client.
-Ap dung mé hinh: M6 hinh ndy &p dung cho cdc ca quan, t& chic cé nhiéu chi nhdnh ma
s6 lugng may tinh tai cac chi nhdnh khéng qud nhiéu va dudng truyén gidia chi nhdnh véi try s
chinh d&m bdo két ndi tét.
- Uu diém: M hinh ndy gidp 1iét kiém chi phi do chi s& dung 01 BSC Server dat tai tru s& chinh
va khdng cdn nhan sy qudn tri hé théng tai chi nhanh.
- Yéu cau cdu hinh trién khai (16i thiéu):

+ 01 mday chd: chay hé diéu hanh Windows, RAM 18i thiéu 04 GB, O cung tréng 10 GB.

+ May tram: chay hé diéu hanh Windows, RAM t6i thiéu 01 GB, S clng tréng 300 MB.

GIlAI PHAP VIPNET CUA INFOTECS

Gidi phdp bdo mat, an toan mang ViPNet 1 sén phdm cla coéng ty Infotecs - Lién Bang
Nga. Hién nay Cong ty TNHH mdt thanh vién 129 - Ban Co yéu Chinh ph & don vi phdn phdi
doc quyén san phdm ndy tai Viet Nam.

Gidi phdp ViPNet dd dugc trién khai trén quy mé 18n 16i hang triéu diém két néi cho céac
cS quan Chinh phd cla Lién Bang Nga, My.

Y 7 MO HiNH TONG QUAN CAC SAN PHAM VIPNET:

01. Phat hién tdn céng

ViPNet IDS NS, ' Sarves Farmh
ViPNet IDS HS L «£ :
7 | i
) Wy 9 e
Ernadl B File A, ERP Syrviem
Carver Syiiem Shasp CRM System
]
02. Phan tich va phat = Fi= i n
hién nguy co L I = '
Web-bawed Application Sermsr  Remale Bratwork
Appbcaton  Grresntony. Stone.]  Desitop Extersd
ViPNet TIAS

03. Trung tam kiém sodat

va giam sat an ninh mang

ViPNet State Watcher 05. Bao mét thiét bi
04. Bdo mat dit liéu dau cudi
ViPNet Coordinator HW VLN C'\'Lleorgié\;\"”dows'
ViPNet xFirewall

—@ Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phi
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Y 7 MO TA CHI TIET CAC SAN PHAM VIPNET:

o Thiét bi phat hién tdn coéng:

o ViPHet IDS NS

< VIPNetIDSNS >

Events

by for racant 24 moury

- W | OO

SN0 R TOT 13002

p L PR [

SONETOS TR AN FaER
S008002 1A AG NG I0TERT
20000703 1ddn g A5aTE
20 BOT02 148N 2 L3FEET
20180T0T Ve E S

SOUE-UT0T K4S 2 00D

0
3054dpe

I0Tdc8d

Single entry, § simitar sverts

B aimiar events detected

FFLEHL 1 within 60 seconds

Jrndind

IRashd

S T T TR

20NB07-02 TE48 12195184

Aok, 1ioHEB TS

SOUR-07-03 14811, TERDES

]
L2

DO BOTAIT 18 455N ER10F

Management console
ViPNet IDS HS

TSR
ansEd

I0TdcEE

< VIPNefIDSHS >

Server /\
ViPNet IDS HS

Agent
ViPNet IDS HS

o Phan tich va phat hién nguy co (ViPNet TIAS)

Desktop

Server 10

ViPNet TIAS 1000
ViPhet TIAS 2000
ViPNet TIAS 5000

Virtual Appliance

« Nnan biét tan cdbng mang trong
ché dd thai gian thuc

« M6-dun Heuristic va hon 20.000
quy t&c chl ky, cho phép cap nhat
quy t&c thudng xuyén

« Thdng bdo téan cdng mang trén
giao dién web hodc Email dang ky

« Ché& dd gidm sat tryc tiép hodc
gidm sat tu xa

« Tich hgp Vi phdn mém gidm sait
ViPNet StateWatcher

« Cho phép két ndi véi trung t1&m
gidm sat ATTT clia Cong ty Infotecs
nh&m néng cao khd nang phat hién
tédn céng mang va dng clu sy cd

« Phuong phdp phdat hién: cha
ky, heuristic

« Pnan tich su kién & mic dd host
va server

« QUAN ly tap trung

« Thong bdo t6i quan tri vién su
kién mat an todn théng tin

e Thu thdp va phdn tich su kién tu
ViPNet IDS

« Ty déng phdt hién sy cd

0y~

wlrma:e

ViPNet TIAS VA

—@ Coéng ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phu

« Thong bdo su cb
« Diéu fra sy cd

« Thé&ng k&, bdo cdo

o Hé théng kiém soat va giam sat an ninh mang

< ViPNetIDSMC >

— « QuUAN Iy cdu hinh quy t&c Nhan biét tan
_ Céng CCJO cdc thdnh phén gldm sat
- e - « QuAN ly chinh sach phdat hién sy kién trén
! | | ViPNet IDS HS
| P— "1' « QuAN ly cAu trac mang gidm sat
e = « Gidm sat trang thdi hoat déng cla cdac
thiét bj gidm sat
. : . Cap nhat ca s8 di liéu quy tac xU Iy, chi
== ky, phan mém
< VIPNet State Watcher >
- - I - « Giam sat [én dén 20000 diém trén
" | Mot server
Biém mang dt;‘#c bao v bdi
ViPNet . R
p « Tich hgp va&i ViPNet IDS, ti€p nhdn
— ~ - ~~ théng tin, truy cdp vao bdng diéu
Thikt b] ngoal vi LR .
Pt StateWatchoe khién web Administrator IDS
e v )
<
- e
- Mang xung quanh
o Bdo mat dit liéu
< ViPNet Coordinator HW >
HW S 000
kB AR I
e (@)
HW1000 .
55 Gbps
HW 100 . 2.7 Gbps P
= 01 Gbps
HWS0
100 Mbps
_l- 00 Mbp
55 Mbps

« ViPNet Coordinator HW I& mot gateway bdo mat, dudc trang bi khd ndng tuong thich véi bat ki co
s& ha tang théng tin truyén thong.

« ViPNet Coordinator HW dé dang cdi dat trong ca s& ha tang théng tin, ddp Ung dugc cdac yéu cdu
vé chlc nang, dé thudn tién st dung, dd tin cdy, khd ndng chiu va ddp.

Cac chuc ndng chinh:
- Firewall
- DNS
- NTP-Server
- DHCP-Server
- DHCP-Relay

Coéng ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phﬁ@:



< : GIAI PHAP BAO MAT, ATTT CUA CAC HANG NOI TIENG THE GIOI
ViPNet xfirewall >

Coéng ty 129 la ddi tdc cung cdp cac san phdm nédi ti€ng clia nudc ngodi:

Splunk? Gidi phdp giam sat hé thdng IT, phan tich BigData Ung dung doanh nghiép.
« Firewall: Session Status Firewall, NAT/PAT Address Translation, Antispoofing Attack Protection , , , R , -

| BeyondTrust BO gidii phdp qudn Iy truy cdp ddc quyén (PAM) va do quét, qudn ly 16 hdng Retina CS.
« Application Layer Firewall: Social networks, Games, Instant messaging services, Broadcast
Video, P2P services, torrent, File hosting, Tunneling, VPN, Remote control, Industrial protocol Mmacunetix  Giai phdp quét 16 hdng website.

« Proxy server: hd frg HTTP va FTP. MIME file radware  Giai phap can béng @i va chéng DdoS, Web App Firewall.

« Direct INt tion: AD, LDAP x N ch s xR Ny
rectory intergration Jtenable  phan mém quét var gidm sat 16 hdng hé théng.

« Network functions: VLAN, QoS, ToS, DiffServ, LACP, Dynamic routing, Advanced static routing » )
WhtchGuard  Tusing Iia UTM va Tudng Ida thé hé mai
« Service functions: DNS, NTP, DHCP

<JFORESCOUT  Gidi phap gidm sat var diéu khién truy cdp mang NAC.
« Fault tolerance and redanduncy: UPS support, Host standby cluster - failover

E cHeckmarx  Gidi phdp phan tich bdo mat cho ma ngudn va Ung dung.

o Bdo mat thiét bi dau cuéi (ViPNet Client)

G “lrecye Gidi phdp phong chdng tan coéng APT.
- data bases \de " t'tj/
- video telephony
- CRM systems
- ERP systems sum
: INFRASTRUCTURE
’ ; ViPNet
I | L _ _ v Client
'« YRt roon vt / APPLICATION
b b = b Internet ),
-"_:__b__h IN‘I;.::" s _ - *‘_::{’_-"0
N e LS. NN
; ﬂ~'°"=»~... 5 o Y om
. . e R ViPNet DATA
- e Enm Client
ViPMNet . : ar
. W—— y : B ISt
Théng tin trao d6i trén cac kénh truyén tin an toan Client ED e
ViPNet khong bi doc trém, thu thap bdi ke xau.
Thiét bi di déng truy cap tir xa lunk:
« ViPNet Client hoat déong trong hé théng mang ViPNet S Iunk >

QFFEE
« Mda héa luu lugng mang: Cong nghé Peer-To-Peer (kndng st dung mdy chi frung gian)

« Trong sudt ddi vai cdc Ung dung va dich vy ngudi diing

« Tudng Ilia bdo vé

« Xd&c thuc maét khdu ngudi ding
« Thich hdp cho thiét bj cd nhan
« Wi-Fi, 2G/3G/4G/LTE

—@ Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phi Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phi



GIAI PHAP PHONG THU
VA QUAN LY MOI DE DOA CUA KASPERSKY

sdn phd ik iy chviie 1l e Phiaf higst i Phian ung te Thisst b T cud ola Kaspersky
e chu dich cua e e e
Kaspersky [KATA /
| | @ @
\Dﬁ gy Bigu fra Phit kign Bnh gia Eheu tra Vo higu Ehon g
-
s
Djch g lidm cuan Dich vy An ninh mang cia Kaspersky

Gidi phdp Phong tht va Quan Iy M&i de doa clia Kaspersky dudc trién khai trén r&t nhiéu
cdu phdn tich hap, cho phép tao ra mét cdu frac lién mach dé phdt hién nhanh maéi de doa,
diéu fra sy c8, xU Iy va khdc phuc trén tét cd cac I8p cad s ha tang.

Sy két hop cé mot khéng hai gidia cong nghé bdo mat hang ddu va cac dich vy an ninh
mang ¢ khd nang thich nghi cao véi dac thi clia 18 chiic, ddng thdi mang dén céch tiép can
chién Iugc, cac tién trinh bdo vé dong bd chéng lai cdc maéi de doa cdng nghé cao va cdc
cudc tén céong cb chd dich.

Gi&i phdp ndy cho phép tu déng thu thdp théng tin va bang chidng s&, don gidn hoa viéc
phat hién thd cong va tu dong hda phan tich sy ¢d nhd sy trg gitp ddc luc cla cong nghé
Machine Learning, cung cdp kho di liéu phong phu dé tién hanh diéu fra nhiing sy c& phic
tap, dong thdi hd trg chdéng lai cd nhiing Méi de doa tinh vi nhat. Tat cd déu duge qudn ly
théng qua mét giao dién tryc quan duy nhat vai ddy di cac théng tin vé bdo cdo, diéu hanh.

NEN TANG CHONG TAN CONG CO CHU PiCH (KATA)

Dy doan Mgan chan
# Phan tich k& hd an ninh tém Sn « Gidm thidu i@ ro
= Enbu chanh biftn phis d&i pha cho pha hop = Mang cac nhan thuc

= Ting cuting SOC vak Thang ten vik MGl de doa « Cieng i b thdng mue iy va that b
« Chis didng Sdn lang Mdi de doa « Cai tiéin ndng buc v hidu qua cka giai
phap hign tar chiong lal
o il de dipa hidn dial

Xir by Phat hién
= Cuuin by 50 ¢d Q Q + Lidin tuc theo did
= By tra sy <6 « Phat hign s cd
= Trung Ivia sbng cac bude thye hidn tie + Bk gid 3 nghaim trong
thés d& glam thidu hiu qua v malic 4G nli o cla S¢ ob
* Khii phyc

Gidi phdp duge chiing minh cd khd ndng phdt hién méi de doa cdong nghé cao trén tat
cd cac I8p cla ca s& ha tadng CNTT, tich hgp Mot tép hdp ddy dd cac cong nghé phat hién
cdc madi de doa chua tting biét dén trudc day va cac cudc tan cdng cd chi dich.

Gidi phdp ndy cdn dbi chiéu nhidu déu vét tan céng khéc nhau trén mang dé hé trg cac co
quan, t& chuc, gidp fim ra c& nhiing cudc tén cdng phic tap nhét.

Cac tinh ndng & cdp dé mang:

« Phat hién sy cé da chiéu va ddi chiu su kién
« Ngdn chdn cdc mdi de doa dua frén email

« Tich hgp v&i cac gidi phdp an ninh mang dé phan tich Iuu lugng truy cdp v& nhdn dinh viéc chia sé.

PHAT HIEN VA PHAN GNG TAI THIET BI DPAU CUOI (KEDR)

9 Phat hién va Phan Ung
tai Thiét bi dau cudi
cua Kaspersky

@ P e Y

Kho DI liéu Lién tuc Giam sat Phat hién Chud déng Ngan nglfa
Piéu tra Moi de doa Moi de doa Xu ly Moi de doa tai
Tap trung biém cudi Tién tién MGi de doa piém cudi

Tam nhin todn dién va xa Iy sy ¢8 duge don gidn hda vai chic nang qudn ly tap trung
cdc su ¢ trén khdp cac diém cudi frong mang 1usi 16 chic. K&t qud chinh I& tién frinh
cdng viéc lién mach k&t hgp vai tu ddng xU Iy su ¢ trén dién rong, gitp ban trdnh dugc
thai gian ngung hoat ddng gdy tén kém va gidm ndang sudt von thudng xday ra trong cdc
quy trinh kh&c phuyc truyén thdng nhu xéa sach var ga bd réi cdi ddt Iai.

Cac tinh néng & cdp dé diém cudi:

« Pnat hién méi de doa cong nghé cao

« Chl ddng san fim méi de doa trong thdi gian thuc va théng qua diéu tra di liéu 1 trude
dén nay

« XU ly méi de doa cb khé nang thich Ung cao chi ti mot giao dién web tap trung duy nhat

Q% DICH VU AN NINH MANG

Pé hé trg xay dung k¥ nang va kinh nghiém cho déi ngd Bdo mét CNTT ndi bd clia
ban, ching t6i cung cdp chuong tinh ddo tao bao quat vé cac chi dé va ky thudt bdo
mat mang, tfrong dé phdn ky thudt s& dé cdp dén moi khia canh cla viéc xU Iy sy cé va
diéu tra sy c8. V38i chuyén mon va kién thic chuyén séu clia minh, ching téi clng ludén sé&n
sang hd 1rg ban bdng cach gitip ban tiép can véi thdng tin mdi nhat vé cac méi de doa,
cac ddi ngl cd tinh dd cao vé x{ Iy su b va san Iing nguy cao.

Cung cdp:

« TAp hop Thdng tin todn dién aé tAng cudng cho Trung tadm Van hdnh Bdo mdat (SOC)
hién taqi

« QUAN ly Trung tdm van hanh an ninh mang (SOC) bdi cdc chuyén gia cla Kaspersky Lab
« Dich vu diéu tra sé va xi ly su cd.

« Céng Thong tin vé Méi de doa

—@ Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh pha
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(D THIET BI BAO MAT

< sén phdm HSM >

Thiét b Iuu khda bdo mat HSM Ié1sén phdm do Cong ty TNHH mét thanh vién 129 - Ban Ca yéu Chinh
phU phdi hgp véi Vien Cong nghé mat ma xdy dung, phdt trién var sén xudt nhdm cung cdip gidi phdp
t6t Nhét, an todn Nhdt cho cac cd quan, 16 chic.

THIET BI ISV

)’ CHUC NANG MAT MA

« Sinh, IUu rd cdc tham s& khdéa RSA, ECC thda mdan cdc tiéu chudn an todn dudc dua ra
bdi NIST SP 186-4, NIST SP 800-57.

« Thyc thi cac thudt todn ma khdi AES-128, AES-192, AES-256, Triple-DES.

« Thyc thi luge dd ch ky s& RSASSA-PSS (2048, 3072 v 4096 bit), ECDSA (256 bit).

« Thuc thi cac thudt todn méat ma khéa céong khai RSA-OAEP, ECIES.

« Thyc thi cadc ham bdm, hdm sinh ma xac thuc théng bdo: SHA-256, SHA-384, SHA-512, ham
tao ma xac thuc théng bdo HMAC-SHA256.

« BO t@o s6 gid ngdu nhién Hash_DRBG.

lfP AN TOAN NGHIEP VU

« Tich hop ¢3 ché xdc thuc khi SO bdi luge dé ngudng clia Shamir

« Tich hgp co ché xac thuc ngudi dung theo fiéu chudn ISO/IEC 9798-4.

« Tich hgp c3 ché tu hdy tham s& bi mart khi bi truy cap, can thiép trdi phép.

. Tich hgp ca ché chdng cdc dang tan cdng qua hinh thic thu blc xa dién tU frudng.
« C6 chuc nang sao luu, khéi phuc khda

17? CONG NGHE SU DUNG

« B6 thu vién giao tiép 1ap tinh ing dung tuan theo chudn gico 1iép PKCS#11 phién bdn 2.2
frén cac maoi trudng Windows, Linux

« Hiéu nAng thuc hién ch ky s& RSA 2048 dat trén 100 fps.

« C6 02 giao dién Ethernet 10/100/1000, b6 nhd luu trd hang nghin cdp khoa.

« C6 cbng cy, phdn mém qudn ly, cdu hinh thiét bj (frén mai frudng Windows).

« DAm bdo hoat déng én dinh 24/7 & dai nhiét do 0°C - 50°C, dd dm 5% - 100%.

<My tinh bao mat SPC_>

Pay & dong may tinh & ban ¢cé tich hdp gidi phép bdo mat hé didéu hanh va di liéu ngudi dung do
Vién Céng nghé Mt md va Cong ty TNHH mét thanh vién 129, Ban Co y&u Chinh phtl nghién clu, phat trién.

May tinh bdo mat SPC duge nghién cdu, thiét k&, sdn xudt todn bd tai Ca s& sén xudt qudc phong clia

Cong ty 129. V4 thiét k& nhd gon, bang chdt liéu nhdm nguyén khéi, Ung dung céng nghé tdéa nhiét bang
khoéng khi tu nhién ( Fanless) va tich hap céc gidi phdp bdo mat theo cdc tiéu chudn mat mé do Ban Cao yéu
Chinh phti ban héainh sé& I& céng cu hiiu hiéu gidip cdc 6 chic, cé nhan kiém sodt i ro mdat mat di liéu trong
bdi cAnh nguy ¢ mat an todn thdng tin ngdly cang phdc tap va lién tuc gia tang nhu hién nay.

J 7 Thong s6 ky thuat sén phdm

CPU

RAM
Ethernet
Graphic
Storage

USB

Audio

Power
Temperature
Weight
Dimension
Hé diéu hanh

Phéan mém bdo mat

Phan mém an toan

—@ Coéng ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phia

Intel Core i3/ 15/ i7

DDR4 SODIMM, bus 2133/2400, dung lugng 4GB-32GB

01 céng RJ45 10/100/1000 Mbps

Intel HD Graphics 520, 01 cdng HDMI v1.4

01 céng SATA 2.0

03 c8ng USB 2.0 host, 01 céng USB 3.0 host

01 Line in, 01 Head Phone

12VDC/5A

Commercial: 0° to 60°C

6 kg

220x130x35mm

Window 10 64bit

Phdn mém BCY Encryption

- Tao Container ma héa di liéu Iuu trd, ¢d o ché xac thyc bdng thiét bi
nghiép vu SPC-NV ;

- Ma héa phdn ving khéng chiia hé diéu hanh, cé ca ché xac thuc bang
thiét bi nghiép vy SPC-NV;

- M@ héa phdn vang chiia hé diéu hanh, cd co ché xdc thyc bdng thiét bj
nghiép vu SPC-NV.

- HG trg dén 03 nguadi dung.

Phan mém BCY Endpoint Security

Coéng ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phi



= LINH UUC CONG NGHE THONG TIN

e
~
Chung 16i cung cdp dich vu tu van thiét k& var thi cong nhdm hé g xdy dung hé théng CNTT
mang tinh t8ng thé va théng nhéit, ddp Uing todn dién nhu cdu qudn Iy clia cdc cd quan, 6 chic.

‘llJ

N

V&i khd nang thiét k& va trién khai nhiéu logi ha tédng mang khéc nhau tly véaio nhu céu clia khéch

hang, ching téi sé tu van phucng dn pht hop dé khach hang lua chon
CAC SAN PHAM, DICH VU CONG NGHE THONG TIN

@ DICH VU AN TOAN, AN NINH MANG

7 7DICH VU GIAM SAT AN NINH MANG (MANAGED SECURITY SERVICE)

« Thiét bi déng vai nhu mot ngudi gidm sat va ddnh
gi& an ninh todn dién cho hé théng website.

« Ty ddng rd quét v bdo cdo chi tiét vé trang théi an

ninh todn bd hé théng website.
« Tht xdm nhdp dé phat hién nhing 16 hdng tiém

tang.

an ninh website: Firewall, IPS, IDS...

« Thdm dinh muc dd an todn clia cac cd ché bdo vé
« Canh bdo tudc thdi cho qudn tri vién

"KIEM TRA, PANH GIA AN TOAN THONG TIN (PENTEST & AUDIT SERVICE)
« R quét va bdo cdo chi tiét vé trang thai an ninh
todn hé théng
BAN CO VEU CHiNH PHO
AN~ 4
— L —
- o
\IEQ y

« Nhén dang cac nguy cd an ninh
« Kiém thi xam nhap dé phat hién 16 héng hé théng
« X&c dinh va danh gid muc dé &dnh hudng clia céc

diém yéu téi an todn hé théng
« CAnh bdo cho qudn ftri vién, dua ra khuyén cdo

phucng an xt ly

« Khd&o sat t8ng thé hé théng

« Kiém tra cac 16i ton tai trén hé théng
« Danh gia téng thé hé théng
« Chira céc diém can khéc phuc ngay trén hé théng
. Bua ra gidi phdp t8ng thé nhdm nang cao bdo
Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phi @:

mat, an todn cho hé théng

-
/

“TU VAN AN TOAN THONG TIN MANG

—@ Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phi



(® THIET BI VA PHAN MEM CNTT

17’7 THIET BI CNTT

. ® Cung cd@p cdc thiét bi cdong nghé thong tin: Server,
A%‘a Firewall, Router, Switch, PC, Laptop, mday in, méy scan, mday
. chiéu, 1l rack, Camera va cdc thiét bi mang khdc.
gy Ry, )
- - — . R x E ® Cac thiét bi dugc nhdp mdi hodn todan tu cac hang (Dell,
@ TU VAN THIET KE VA THI CONG HA TANG CNTT t\\ﬁ . HP, Acer, IBM, Toshiba, Samsung, Cisco, Forfinet, Juniper,
Chung 16i cung cdp dich vu tu van thiét k& var thi cong nhdm hé 1rg xdy dung hé théng CNTT QG

Linksys, LG, CANNON, Sony, ...) v& s& dudc badn giao lai cho

mang :rlnh tong Time \io ‘rhorlg nhat, do\p ung Toon\dlen nhu cAu quan ly cua cdc cd q\uon,q’ro chic. khach hang frong fhai gian 1 01-6 tudn Iam vide (may
Va&i khd ndng thiét ké va trién khai nhiéu loai ha tang mang khdc nhau tuy vao nhu cau cua khdch

hang, chiing t8i s& tu véin phucng én phil hdp dé khdch hang Iua chon. moc thiét bj frong finh trang mdi 100% va dugc bdo hanh

B ) ) . tryc ti€ép t hang).
® Trién khai, I&p dat hé théng ha tang mang (LAN, WAN, INTRANET), mdy chu, thiét bi luu trd, R .
) o 17> PHAN MEM CNTT
thiét bi theo ddi gidm saf, ...
L, L L _ _ _ ® Cung cdp phdn mém thuong mai clia Microsoft
@ Cung cdp, trién khai Iap ddt, cdu hinh hé thdng mang 16i: Router, Switch, Firewall, Load

(Windows, Office, SQL Server...), Novell, Unix, Lotus
Balancing...
L, o o o N o . Notes, va nhiéu hang khac.
® Cung cdp va trién khai hé thdng bao vé cho hé thong ha tang mang nhu: hé thdng chong
. . o, ® Cung cdp cac phdn mém qudn ly: K& todn, vat tu,
sét, chdng chay no.
o A o . ) , nhan sy, tién luong
® Thiét k&, thi cong Trung tdm d{ liéu, phong mady chu.
L o L A R L N Cung cdp phdn mém qudn tri doanh nghiép
® Cung cdp gidi phdp fich hgp hé thdng, cdc cdng nghé chuyén mach tién tién hang ddu
A , Cung cdp phdn mém céng théng tin dién
hién nay dugc su dung trong mang LAN nhu: FastEthernet, Gigabit Ethernet, 10Gigabit

) Cung cdp phdn mém mot cla dién 1
Ethernet, FDDI, Cdap quang... hodc cho mang WAN nhu ISDN, Frame-Relay, MegaWan,

Cung cdp phdn mém dich vy céng fryc tuyén

MPLS, VPN dua trén dudng truyén ADSL/FTTH, k&nh thué bao riéng leased-line, cac ké&nh
vé tfinh dugc chung t6i cén nhdc dé dp dung vao cac gidi phdp mot céch t6i uu.
® Cung cdp cdc gidi phdp t8ng thé vé hé théng mdy chidl var Iuu trd cho cdc ¢d quan, 18

chic, d&c biét 1a cac hé thdng 18n, cé dd phuc tap cao vé thiét k&, trién khai va tich hop. ® Dich vu Tu van va Hidn khai

V&i khd nang hiéu biét chuyén sau cac gidi phdp cao cdp vé may chl va luu i cla HP, @ Dich vu b&o i v& ndng cdp hé thdng

IBM, Dell, Sun, EMC, Hitachi... k&t hgp véi cac sédn phdm/ gidi phdp clia cac hdng sé&n xudt ® Dich vu b&o mat hé thdng ha téng CNTT

phdn mém hé théng hang ddu khdc nhu Microsoft, Symantec, VMware... @ Dich vu b&o mat di liéu

® Cung cdp gidi phdp ddm bdo an todn, an ninh thdng tin. @ Dich vu tich hdp va Iuu i dd liéu

® Cung cdp va Idp dat hé théng tng ddi ndi bd cho céc ca quan, 16 chic... ® Dich vu bdo mat tng dung

—@ Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phu Cong ty TNHH mét thanh vién 129 - Ban Co yéu Chinh ph @:



(D GlAI PHAP HOI NGHI TRUYEN HINH

17> cAc MUC PO HOI NGHI TRUYEN HiNH ‘(‘: & I."“'I UUG HAV Illlllﬁ

® Deskiop Conferencing: dung cho cd nhdan, cd tinh linh m

hoat, tién Igi cao thdng qua st dung céce laptop di ddng.

® Team system: phi hap cho nhu cdu thdo ludn cla cdc

nhoém cong téc véi s6 lugng ti 3- 5 nhan su. S5 Tham nién cong tac
(<)

luong

Can bd chuyén moén ky thuat

® Room System: phi hop v3i nhu cdu hdi hop véi s6 luong _ S 5n&m |> 10 néml > 15 ném

thanh vién tham gia I8n dén trén 20 ngudi
. . . e o I Pai hoc va trén dai hoc
® Telepresence: Tao IGp khdng gian giao tiép 3 chiéu vai | o o
chadt lugng hinh &nh, &m thanh chat lugng cao. 1 Ky su x@y dung dén dung - céng 28 8 12 8
. nghiép
(Tay theo yéu cdu thuc 1€ co thé Iua chon tién khai hé théng khai thac tat cd cdc mic trén hodc két hop gidia
cac hinh thuc tng dung phu hgp vai dac thu hoat ddng cua co quan, 16 chdc). ) Ky su xay dung ¢ AU dusn g 6 4 1 1
CAc TINH NANG, TIEN iCH CAO CAP o .
'i\P : 3 Ky su xay dung thuy Igi 5 2 2 1
® Video Conference: H6 trg tham gia hop nhiéu ngudi véi chdt lugng hinh dnh @m thanh cao, trung thuc
o 4 Kién trac su 6 2 3 1
va rd nét.
® Interactive: Ngudi diing mady tinh dudc trang bi Webcam cé thé tham gia hop nhu mét ddu cudi. 5 KY su kinh t&€ x&y dung 6 2 3 1
® Streaming: HO 1rg 1€n dén hang trdm ngudi dung tham gia theo ddi cudc hop.
g:Ho e ° ° gfhamg 7enep 6 | Kysudothi 4 3 ]
® Presentation: HS trg chia s& ndi dung qua cac phdn mém van ban.
® Recording: N&i dung cudc hop cé thé dudc ghi lai phuc vy cho viéc xem Iqi. L Trung cap
® Integration: HG 1rg tich hgp dugc vai hdu hét gidi phdp truyén thong clia hdng khéac nhau nhu: Cisco UC, 1 Xay dung 22 18 3 1
Microsoft Lync, IBM Lotus Notes...
2 T&i chinh 14 S 2 7
a” 2 ~ ~ s s
(D THIET BI BAO VE VA CAMERA GIAM SAT 3 | Knac 0 | 6 2 2

® Hé thdng Camera gidm sat 24/24 fich hgp cdc
tinh nang théng minh, dua ra cAnh bdo sém.
® Hé thng quadn ly véo ra cho cd quan, 16 chic |

® Hé thdng qudn ly bdi xe: qudn Iy vao ra, théng

ké, quan ly.
® Hé théng bdo ddéng: cénh bdo ngay khicd ddt

nhdap trdi phép, phat hién hda hoan,..

—@ Coéng ty TNHH mét thanh vién 129 - Ban Co yéu Chinh phu




CAC DU AN TIEU BIEU DA THUC HIEN CAC DU AN TIEU BIEU DA THUC HIEN

TRUNG TAM VU TRU

VIET NAM TRUNG TAM TAC NGHIEP PHIA NAM
o Khdi cong: 2016 o Khdi cong: 2015

o Hodn thanh: 2020 v /= o Hodn thanh: 2020

: VAN PHONG BAN
TOA NHA CHUNG CU 129 - BAN CO YEU CHINH PHU o
o Khai cong: 2016
o Khdi cong: 2013 _ X
o0 Hodn thanh: 2020
o Hoan thdnh; 2015

M SN iAp
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: e -
o jmad | RN
| |
Ee——_ L

|
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HOC VIEN KY THUAT MAT MA
CUM CONG TRINH M2 s & o Khdi cong: 2015
=4 o A : N 5 T LY =.~. .
B oKnhdicong: 2019 g e K 0 Hodn thanh: 2020

E N
!h_; ® o Hodn thanh: 2020
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CAC DU AN TIEU BIEU DA THUC HIEN

BENH VIEN NHI

- HAI DUONG

o Khai céng: 2010
o Hodn thanh: 2016

DUGNG PO THI PHIA TAY
PAI TH HAI DUONG

o Khdi cong: 2011

o Hodn thanh: 2017

BENH VIEN SAN NHI

- BAC NINH

o Khdi cong: 2015
o0 Hodn thanh: 2017

4I"\

<+ TAI SAO CHON CHUNG TO1?

CONG NGHE

Lién ké&t, chuyén gico
cdac cbng nghé tién tién
nhdt v&i cac té chuc 18n
trong va ngodi nudc dé
ndng cao ndng lyc
canh tranh.

DICH VU

Khéng ngiing déi méi, nang
cdp dé cung cdp dich vu
hodn h&o cho khdach hang

BAN GO VEU CHiNH PHU

NHAN SU
Chung t6i s hGu ddi nga
cdan bd nhan vién gidu kinh
nghiém, ngudn nhan lyc co
trinh d6 chuyén moén va tay
nghé cao clng vai sy

nhiét huyét trong
cong viéc.

KINH NGHIEM
B& day 27 nam hoat déng,
v38i hé théng qudn ly chat
luong dat tiéu chudn
ISO/IEC 27001:2013
ISO 9001:2015

DOI TAC
Chung t6i chd tfrong vao
viéc lya chon va lién két doi
tée, ¢6 nhing yéu cdu khat
khe vé& cac s&n phdm
cung ung.
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Ky mem 25 ndm Thonh Iop

So két 6 thang ddu ndm 2019

Bai hoi thi dua yéu nudc 2019

cong ty

Hiy ndid theo cach cua ban
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